@ MONASH
@ University

Post-Quantum Signatures from
Legendre and Power Residue

PRFs

Xinyu Zhang
Email: Xinyu.Zhang2@monash.edu

2025.07.11




Content

» Legendre and Power Residue PRFs

A, MONASH

%" University



Content

» Legendre and Power Residue PRFs

» How to Build Signature Schemes based on These PRFs?

) MONASH

%" University



Content

» Legendre and Power Residue PRFs

» How to Build Signature Schemes based on These PRFs?

> ldentification Scheme based on MPC-in-the-Head

) MONASH

%" University



Content

» Legendre and Power Residue PRFs

» How to Build Signature Schemes based on These PRFs?
» l|dentification Scheme based on MPC-in-the-Head

» SNARK-Friendly Signature and its Applications

) MONASH

%" University



Content

» Legendre and Power Residue PRFs

» How to Build Signature Schemes based on These PRFs?
» l|dentification Scheme based on MPC-in-the-Head
» SNARK-Friendly Signature and its Applications

» Ring Signature

) MONASH

%" University



Content

» Legendre and Power Residue PRFs

» How to Build Signature Schemes based on These PRFs?
» l|dentification Scheme based on MPC-in-the-Head
» SNARK-Friendly Signature and its Applications

» Ring Signature
» Future Works

) MONASH

%" University



Content

» Legendre and Power Residue PRFs

» How to Build Signature Schemes based on These PRFs?
» l|dentification Scheme based on MPC-in-the-Head
» SNARK-Friendly Signature and its Applications

» Ring Signature
» Future Works

> Conclusion

) MONASH

%" University



Legendre and Power
Residue PRFs
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Legendre Symbol

 Given an odd prime p, the Legendre symbol of a € Z, is written as

=40 ifa=0modp

(a) 1 if a = b2 mod p for some b € Zy, (i.e., a is quadratic residue (QR))
—1 otherwise (i.e., a is quadratic non-residue (QNR))

p
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Legendre Symbol

 Given an odd prime p, the Legendre symbol of a € Z, is written as

=4 0 ifa=0modp

(a) 1 if a = b2 mod p for some b € Zy, (i.e., a is quadratic residue (QR))
—1 otherwise (i.e., a is quadratic non-residue (QNR))

p

/ Euler’s Criterion \

Let p be an odd prime and a € Z,, then

1. a@-D/2 = 41

2. Ifais QR, then a®~1/2 = 1,

\3. If a is QNR, then a®D/2 = —1, /
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Legendre Symbol

 Given an odd prime p, the Legendre symbol of a € Z, is written as

a
=4 0 ifa=0modp

—1 otherwise (i.e., a is quadratic non-residue (QNR))

1 if a = b2 mod p for some b € Zy, (i.e., a is quadratic residue (QR))
(P)

/ Euler’s Criterion \ /

Let p be an odd prime and a € Z,, then

1.a®-D/2 = 41 L (2) . (ﬁ) — T b = )T = (“_b>

2. Ifais QR, then a®~1/2 = 1, p 14

3. If ais QNR, then a®D/2 = 1,
\_ J \_

~

Multiplicative Homomorphism
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Pseudo-Randomness of the Legendre Symbol

* In 1988, Damgard [Dam90] conjectured pseudo-randomness properties of the Legendre symbol

sequence
<a> <a+1> <a+2)
p)'\ » /J'\p )~

where a is sampled from Zj, uniformly at random.
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Pseudo-Randomness of the Legendre Symbol

* In 1988, Damgard [Dam90] conjectured pseudo-randomness properties of the Legendre symbol

()57 (57)-

where a is sampled from Zj, uniformly at random.

sequence

N TT—

-

-

~

It follows the Weil bound [Wei48] that the number of occurrences of a

fixed pattern of [ non-zero Legendre symbols among the integers
1,2,..,p—1 is% +0(yp), as p - o.

J
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Legendre PRF

Given an input a € F,, compute the Legendre PRF as

1 a 0 ifaisQRmodpora=0modp
2 — | | - =
Li(a) = [2 (1 (p>>‘ {1 if a is QNR mod p

x| MONASH

%" University



Legendre PRF

Given an input a € F,, compute the Legendre PRF as
1 a 0 ifaisQR modpora=0mod
2 —|= _ | Z _ p p
Lola) = [2 (1 (p))‘ {1 if a is QNR mod p

4 )

Multiplicative Homomorphism

L5(ab) = L§(a) + LE(b)
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Legendre PRF

Given an input a € F,, compute the Legendre PRF as
1 a 0 ifaisQR modpora=0mod
2 —|= _ | Z _ p p
Lola) = [2 (1 (p))‘ {1 if a is QNR mod p

4 )

Multiplicative Homomorphism

L5(ab) = L§(a) + LE(b)

Pseudo-randomness

L2(a), L3(a + 1), ... can be seen as a sequence of
pseudo-random bits

g J
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Legendre PRF with Hidden Shift

Given a hidden shift K € [F, and an input a € F,, the Legendre PRF with the hidden shift is defined as

LZz(a) = L5(K +a) = [%(1 — (K ; a))
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Legendre PRF with Hidden Shift

Given a hidden shift K € [F, and an input a € F,, the Legendre PRF with the hidden shift is defined as

LZz(a) = L5(K +a) = [%(1 — (K ; a))

Shifted Legendre Symbol (SLS) Problem

Let K be uniformly sampled from [F,, and define
OLeq to be an oracle that takes a € IF,, and

outputs LZ(a). Then the SLS problem is to find
K, with non-negligible probability.

\_
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Legendre PRF with Hidden Shift

Given a hidden shift K € [F, and an input a € F,, the Legendre PRF with the hidden shift is defined as

LZz(a) = L5(K +a) = [%(1 — (K ; a))

Is SLS problem
secure against
quantum attacks?

Shifted Legendre Symbol (SLS) Problem

Let K be uniformly sampled from [F,, and define
OLeq to be an oracle that takes a € IF,, and

outputs LZ(a). Then the SLS problem is to find
K, with non-negligible probability. /

\_
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Legendre PRF with Hidden Shift

If the adversary can query 0,., in a superposition, then NO...

\
There exists a polynomial time
quantum algorithm that finds the
hidden shift K with just a single query
[vDHOO].
\_ _/
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Legendre PRF with Hidden Shift

If the adversary can query 0,., in a superposition, then NO...

\
There exists a polynomial time
quantum algorithm that finds the
hidden shift K with just a single query
[vDHOO].
\_ _/

If the adversary can only query 0,4 classically, the attack is still exponential in the security parameter.

— N

e.g., [Kho19] shows a memoryless collision
search algorithm with 0(y/plogp) Legendre
symbol evaluations with \/p log p queries to O;.

g J
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Legendre PRF based Public Key System

Let the hidden shift K € F,, be a secret key, for a public list 7 = (I, ...,I;) €g IF%, define the Legendre-based
public key as:

pk = (pky, ...,pk,) € Z3 : pk; = Lg(I;) for i € [L].
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Let the hidden shift K € F,, be a secret key, for a public list 7 = (I, ...,I;) €g IF%, define the Legendre-based
public key as:

pk = (pky, ...,pk,) € Z3 : pk; = Lg(I;) for i € [L].

L must be sufficiently large such that the sequence
can uniquely identify the hidden shift K.
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Legendre PRF based Public Key System

Let the hidden shift K € F,, be a secret key, for a public list 7 = (I, ...,I;) €g IF%, define the Legendre-based
public key as:

pk = (pky, ...,pk,) € Z3 : pk; = Lg(I;) for i € [L].

L must be sufficiently large such that the sequence
can uniquely identify the hidden shift K.

/ Legendre-based Key Recovery Problem \

Let K be uniformly sampled from [F,, and given L
random uncontrollable PRF evaluations (i.e., public
key) to the function Lz (-): F,, - Z,, the Legendre-
based key recovery problem is to find K, with non-

\negligible probability. /
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Legendre PRF based Public Key System

Let the hidden shift K € F,, be a secret key, for a public list 7 = (I, ...,I;) €g IFIL,, define the Legendre-based
public key as:

pk = (pky, ...,pk,) € Z3 : pk; = Lg(I;) for i € [L].
This problem is at least as hard as the

SLSP, and the adversary loses the
ability to query the 0.

/ Legendre-based Key Recovery Problem \

Let K be uniformly sampled from [F,, and given L
random uncontrollable PRF evaluations (i.e., public
key) to the function Lz (-): F,, - Z,, the Legendre-
based key recovery problem is to find K, with non-

\negligible probability. /
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Power Residue PRF

Key Problem with the Legendre PRF:

* PRF output size is just one bit
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Power Residue PRF

Key Problem with the Legendre PRF: )
The number of symbols in each public key is very
« PRF output size is just one bit large (L = 21> for signature schemes based on
the Legendre PRF with 128-bit security)
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Power Residue PRF

Key Problem with the Legendre PRF: )
The number of symbols in each public key is very
« PRF output size is just one bit large (L = 21> for signature schemes based on
the Legendre PRF with 128-bit security)

Generalize the notion: t-th power residue symbol, where for a € F,, and t € Z with t|p — 1,

a p—-1

—] =a t modp €EZ
(p)t t

) MONASH

% University



Power Residue PRF

Key Problem with the Legendre PRF: )
The number of symbols in each public key is very
« PRF output size is just one bit large (L = 21> for signature schemes based on
the Legendre PRF with 128-bit security)

Generalize the notion: t-th power residue symbol, where for a € F,, and t € Z with t|p — 1,

a p-1
(—) =at modp € Z;
t

| ~—— \

The multiplicative homomorphism also
exists in t-th power residue (i.e.,
L§(ab) = L(a) + L§(b))

\_
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Power Residue PRF

Key Problem with the Legendre PRF: )
The number of symbols in each public key is very
« PRF output size is just one bit large (L = 21> for signature schemes based on
the Legendre PRF with 128-bit security)

Generalize the notion: t-th power residue symbol, where for a € F,, and t € Z with t|p — 1,

a p—1
(—) =at modp € Z;
t

: k
/ Keyed Power Residue PRF \ ~N

The multiplicative homomorphism also
£8(q) = {i If (a + K)/g' = h* mod p for some h € F,, exists in t-th power residue (i.e.,
K 0 If(a+K)=0modp Lg(ab) = Lg(a) +£6(b))
: : N\
where g is a fixed generator of F;
N\ i J
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Signature Schemes

Based on Legendre

and Power Residue
PRFs
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|ldentification Scheme

Initial Idea:
« Given pk = (pkq, ...,pk;) = (Lﬂ(ll), ...,L,‘}(IL)), applying a generic zero-knowledge proof (e.g., MPC-in-
the-head), to prove for all i € [L]:

p—1
pk; =(K+1;) t modp
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|ldentification Scheme

Initial Idea:
« Given pk = (pkq, ...,pk;) = (Lﬂ(ll), ...,L,‘}(IL)), applying a generic zero-knowledge proof (e.g., MPC-in-
the-head), to prove for all i € [L]:

p—1
pk; =(K+1I1;) t modp

1

Erithmetic Circui Erithmetic Circui

Witness: K Statement: (pkq,1;) Witness: K Statement: (pk;,I;)
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|ldentification Scheme

Initial Idea:
« Given pk = (pkq, ...,pk;) = (Lﬂ(ll), ...,L,‘}(IL)), applying a generic zero-knowledge proof (e.g., MPC-in-
the-head), to prove for all i € [L]:

p—1
pk; =(K+1I1;) t modp

1 Each circuit has 0(4) multiplication
gates

Erithmetic Circui Erithmetic Circui

Witness: K Statement: (pkq,1;) Witness: K Statement: (pk;,I;)
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|ldentification Scheme

Initial Idea:
« Given pk = (pkq, ...,pk;) = (Lﬂ(ll), ...,L,‘}(IL)), applying a generic zero-knowledge proof (e.g., MPC-in-
the-head), to prove for all i € [L]:

p—1
pk; =(K+1I1;) t modp

1 Each circuit has 0(4) multiplication
gates

Erithmetic Circui Erithmetic Circui

Witness: K Statement: (pkq,1;) Witness: K Statement: (pk;,I;)
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|ldentification Scheme

Improvement based on [GRR+16]

« Based on the multiplicative homomorphism of Legendre and power residue PRFs, instead of
-1
computing pk; = (K + Ii)pT mod p in the circuit, we prove for all i € [L]:

0; = (K + I;)r; for some random r; €¢ I,
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|ldentification Scheme

Improvement based on [GRR+16]

« Based on the multiplicative homomorphism of Legendre and power residue PRFs, instead of
-1
computing pk; = (K + Ii)pT mod p in the circuit, we prove for all i € [L]:

0; = (K + I;)r; for some random r; €¢ I,

« Then, the prover sends ((Lﬁ(rl), ...,LS(rL)), (04, .., oL)) in the clear, and the verifier can check

L£8(0) = LE((K + Ir;) = LEK + 1) + LE(r) = pk; + LE(1y)
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|ldentification Scheme

Improvement based on [GRR+16]

« Based on the multiplicative homomorphism of Legendre and power residue PRFs, instead of
-1
computing pk; = (K + Ii)pT mod p in the circuit, we prove for all i € [L]:

0; = (K + I;)r; for some random r; €¢ I,

« Then, the prover sends ((Lﬁ(rl), ...,LS(rL)), (04, .., oL)) in the clear, and the verifier can check

L£8(0) = LE((K + Ir;) = LEK + 1) + LE(r) = pk; + LE(1y)

Reduce multiplication gates
from L x 0(1) to L
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|ldentification Scheme

Improvement based on [GRR+16]

« Based on the multiplicative homomorphism of Legendre and power residue PRFs, instead of
-1
computing pk; = (K + Ii)pT mod p in the circuit, we prove for all i € [L]:

0; = (K + I;)r; for some random r; €¢ I,
« Then, the prover sends ((Lﬁ(rl), ...,LS(rL)), (04, .., oL)) in the clear, and the verifier can check

£b(0;) = LE((K + Iry) = LEK + 1) + LE(r) = pk; + LE(r)

e But L is still large...
Reduce multiplication gates
from L x 0(1) to L
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LegRoast [BG20]: MPCitH-based Signature

» Instead of proving all L public key symbols, it suffices to prove a random subset of these symbols.
« LetB < L be an integer
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LegRoast [BG20]: MPCitH-based Signature

» Instead of proving all L public key symbols, it suffices to prove a random subset of these symbols.
« LetB < L be an integer

Prover Verifier

KA1} g a4 I

MPC-in-the-head

\_ J
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LegRoast [BG20]: MPCitH-based Signature

» Instead of proving all L public key symbols, it suffices to prove a random subset of these symbols.
« LetB < L be an integer

Prover Verifier

K, {rj}jE[B] / \ {TJ = L(t)(rj)}je[B]‘

MPC-in-the-head

\_ J
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LegRoast [BG20]: MPCitH-based Signature

» Instead of proving all L public key symbols, it suffices to prove a random subset of these symbols.
« LetB < L be an integer

Prover Verifier

K, {rj}jE[B] / \ {TJ = L(t)(rj)}je[B]‘

j {Ij}jE[B] CpJ

MPC-in-the-head

\_ J
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LegRoast [BG20]: MPCitH-based Signature

» Instead of proving all L public key symbols, it suffices to prove a random subset of these symbols.
« LetB < L be an integer

Prover Verifier

K, {rj}jE[B] / \ {TJ = L(t)(rj)}je[B]‘

j {Ij}jE[B] CpJ

MPC-in-the-head
{Oj = (K + I]')TJ'}J-E[B]

\_ J
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LegRoast [BG20]: MPCitH-based Signature

» Instead of proving all L public key symbols, it suffices to prove a random subset of these symbols.
« LetB < L be an integer

Prover Verifier

K, {rj}jE[B] / \ {TJ = L(t)(rj)}je[B]‘

j {Ij}jE[B] CpJ

MPC-in-the-head
{Oj = (K + I]')TJ'}J-E[B]

\ / Check if £§(0;) = pk;, + Tj for j € [B]
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?

SNARK \

« Succinct: Proof size (and verification) is sublinear in the witness size.

N
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?

SNARK AN

« Succinct: Proof size (and verification) is sublinear in the witness size.

* Non-interactive: Prover transmits a single message (the proof) to the
verifier

N
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?

SNARK AN

« Succinct: Proof size (and verification) is sublinear in the witness size.

* Non-interactive: Prover transmits a single message (the proof) to the
verifier

« Argument of Knowledge: A valid proof convinces the verifier that a
\computationally bounded prover knows the non-deterministic witness.
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?

<>

Program
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?

Program Circuit NP Complete SNARK Proof
Problem
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?

= = — 1!
Program Circuit NP Complete Proof

Problem

The prover knows a set of inputs
that make the program output 1.
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?
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Signature
Verification
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?

Signature Arithmetic
Verification Circuit
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What does it mean by “SNARK-friendly signature”?

<>

Signature Arithmetic R1CS Instance
Verification Circuit
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SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?

e '~

Signature Arithmetic R1CS Instance SNARK Proof

Verification Circuit
The prover knows a signature
that is valid.
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|Jr|| /ersity



SNARK-Friendly Signature [ZSE+24]

What does it mean by “SNARK-friendly signature”?

— nnnnnn '~ Q)
TITIL ‘V D
Signature Arithmetic R1CS Instance SNARK Proof
Verification Circuit

The prover knows a signature

SNARK-Friendly Signature that is valid.
The verification algorithm of the signature scheme can

be translated to a relatively small circuit
\_ _J
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SNARK-Friendly Signature [ZSE+24]

SK-based Post-Quantum Signature are Normally NOT SNARK-Friendly

/ Hash-Tree \ / MPC-in-the-Head \
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SNARK-Friendly Signature [ZSE+24]

SK-based Post-Quantum Signature are Normally NOT SNARK-Friendly

/ Hash-Tree \ / MPC-in-the-Head \

» Circuit of a standard hash function is
prohibitively large — algebraic hash

* A huge slow down in key gen and sign
due to algebraic hash

\_ 2N /
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SNARK-Friendly Signature [ZSE+24]

SK-based Post-Quantum Signature are Normally NOT SNARK-Friendly

Hash-Tree

-

» Circuit of a standard hash function is
prohibitively large — algebraic hash

due to algebraic hash

\_

* A huge slow down in key gen and sign

~

-

/

\_

MPC-in-the-Head

~

Circuit of a standard hash function is
prohibitively large — algebraic hash

Slightly slower performances

Still prohibitively large verification circuit

due to “non-succinctness” of MPCitH
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

MPGCitH » Proof of o; = (K + I;)r; for all j € [B]
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

MPCitH » Proof of o; = (K + I;)r; for all j € [B]

/ Key Observation \
- Before learning {Ij}je[B]’ (K, {rj}je[B]) are committed by the prover

- View J; as an unknown, and (K, ;) as coefficients, we can construct a
linear univariate polynomial 6;(x) = Kr; + xr;.

\_ /
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

MPCitH » Proof of o; = (K + I;)r; for all j € [B]

This is actually a polynomial commitment!

/ Key Observation ‘
- Before learning {Ij}je[B]’ (K, {rj}je[B]) are committed by the prover

- View J; as an unknown, and (K, ;) as coefficients, we can construct a
linear univariate polynomial 6;(x) = Kr; + xr;.

\_ /
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

4 Key Observation )
- Before learning {Ij}jE[B]’ (K, {rj}je[B]) are committed by the prover

* View [; as an unknown, and (K,rj) as coefficients, we can construct a linear univariate polynomial 6;(x) =

Kr; + xr;.
7 J
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

4 Key Observation )
- Before learning {Ij}jE[B]’ (K, {rj}je[B]) are committed by the prover

* View [; as an unknown, and (K,rj) as coefficients, we can construct a linear univariate polynomial 6;(x) =
\ Krj + xr3j. /
(" )

But SK-based polynomial commitment is
expensive, and we need to compute B of
them!

\_

— <
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

/ Key Observation \

- Before learning {Ij}jE[B]’ (K, {rj}jE[B]) are committed by the prover

* View [; as an unknown, and (K,rj) as coefficients, we can construct a linear univariate polynomial 6;(x) =
Krj + xr3j.

* From linear univariate polynomial to linear multivariate polynomial:
\ 6(3(’1, - xB) = KT']_ +1rixy+ 0+ KTB + 1gXp

Is this enough?

. MONASH
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

/ Key Observation \

- Before learning {Ij}jE[B]’ (K, {rj}jE[B]) are committed by the prover

* View [; as an unknown, and (K,rj) as coefficients, we can construct a linear univariate polynomial 6;(x) =
Krj + xr3j.

« From linear univariate polynomial to linear multivariate polynomial:

k 6(3(’1, ...,xB) =KT1+T1X'1+"'+KTB+TB.X'B x /

The polynomial has constant term ;5 K7;
instead of individual Kr; coefficients!
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

/ Key Observation \

- Before learning {Ij}jE[B]’ (K, {rj}jE[B]) are committed by the prover

* View [; as an unknown, and (K,rj) as coefficients, we can construct a linear univariate polynomial 6;(x) =
Krj + xr3j.

« From linear univariate polynomial to linear multivariate polynomial:

6(3(’1, ...,xB) = KT']_ +1rixy+ 0+ KTB + 1gXp

« From linear multivariate polynomial to quadratic multivariate polynomial:

K ¢(xq, oy X, Y1, -, ¥p) = Ky + 1ix1y1 + -+ Krgyp + 15XpY5p /
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

/ Key Observation \

- Before learning {Ij}jE[B]’ (K, {rj}jE[B]) are committed by the prover

* View [; as an unknown, and (K,rj) as coefficients, we can construct a linear univariate polynomial 6;(x) =
Krj + xr3j.

« From linear univariate polynomial to linear multivariate polynomial:

6(3(’1, ...,xB) = KT']_ +1rixy+ 0+ KTB + 1gXp

« From linear multivariate polynomial to quadratic multivariate polynomial:

\ E(x1, .o, XB, Y1, o, YB) = Kryys + 19x1y1 + -+ + Krgyp + 13x5Y5 /

[ 6(11, ...,IB,Al, ...,AB) = Krlﬂ.l + 7"1[1A1 + -0+ KTBAB + TBIBAB = Z]E[B] A](K + I])T] = Z]E[B] /1]0]
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

A signature based on multivariate polynomial commitment:
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Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

A signature based on multivariate polynomial commitment:

« Prover commits to multivariate polynomial coefficients (i.e., (Kry, 1y, ..., Krg,175))

« Sending the commitment to the verifier
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

A signature based on multivariate polynomial commitment:

« Prover commits to multivariate polynomial coefficients (i.e., (Kry, 1y, ..., Krg,175))
« Sending the commitment to the verifier

- Verifier sends the challenges {Ij}jE[B]'

- Prover sends {Oj}jE[B]'
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

A signature based on multivariate polynomial commitment:

« Prover commits to multivariate polynomial coefficients (i.e., (Kry, 1y, ..., Krg,175))
« Sending the commitment to the verifier

- Verifier sends the challenges {Ij}jE[B]'
- Prover sends {Oj}jE[B]'
- Verifier sends scalar challenges {Aj}jE[B]'

« Prover proves the committed multivariate polynomial Z]-E[B] Ajoj = €(Iy, ..., I, Ay, ..., Ap).
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

From multivariate polynomial commitment to univariate sumcheck [ZXZS20]:

« The evaluation of ¢(1y, ..., I, A4, ..., Ag) can be written as an inner-product between two vectors:

« Coefficient vector: (Kry, 14, ..., K1g,75)

« Evaluation vector: (14,1114, ..., A, IgAg)
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

From multivariate polynomial commitment to univariate sumcheck [ZXZS20]:

« The evaluation of ¢(1y, ..., I, A4, ..., Ag) can be written as an inner-product between two vectors:
« Coefficient vector: (Kry, 14, ..., K1g,75)
« Evaluation vector: (14,1114, ..., A, IgAg)

« Each vector can be used to compute a univariate polynomial based on some pre-defined set H
with |H| = 2B.

- Coefficient polynomial: f := Interpolate(H, (Kry, 1y, ..., K15,75))

- Evaluation polynomial: § := Interpolate(H, (A1, 11, ..., Ag, IgAg))
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

From multivariate polynomial commitment to univariate sumcheck [ZXZS20]:

« The evaluation of ¢(1y, ..., I, A4, ..., Ag) can be written as an inner-product between two vectors:

« Coefficient vector: (Kry, 14, ..., K1g,75)
« Evaluation vector: (14,1144, ..., A, IgAg)

« Each vector can be used to compute a univariate polynomial based on some pre-defined set H
with [H| = 2B.

- Coefficient polynomial: f := Interpolate(H, (Kry,14, ...,KrB,rB))
- Evaluation polynomial: § := Interpolate(H, (A1, 11, ..., Ag, IgAg))

» Checking if Y. ez 4j0; = ¢(Iy, .., I, A4, ..., Ap) can be transformed to ¥ ;e[ 4;0; = Yaen f(@) - d(a)
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

* Checking if X ;ep1 40; = ¢(14, ..., 15,14, ..., Ag) can be transformed to Y jerp A0j = Yaenf(@ -g(a)

This is exactly the problem that is
solved by Univariate Sumcheck!
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

* Checking if X ;ep1 40; = ¢(14, ..., 15,14, ..., Ag) can be transformed to Y jerp A0j = Yaenf(@ -g(a)

/ Univariate Sumcheck \ This is exactly the problem that is

: .. solved by Univariate Sumcheck!
Given a finite field IF, a pre-defined coset H, a degreed € N, a

committed univariate polynomial &, and a claimed sum u € F, univariate
sumcheck is a protocol that convinces the verifier:

* U= DaeH fl(a)

« degh<d

N /
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

E(xq, o, X, Y1, -, ¥YB) = Kryy1 + 19x1y1 + -+ Krgyp + 15X5Y5

* Checking if X ;ep1 40; = ¢(14, ..., 15,14, ..., Ag) can be transformed to Y jerp A0j = Yaenf(@ -g(a)

/ Univariate Sumcheck \

Given a finite field IF, a pre-defined coset H, a degreed € N, a

committed univariate polynomial &, and a claimed sum u € F, univariate
sumcheck is a protocol that convinces the verifier: j

* U= DaeH fl(a)

« degh<d
N vh

The verification of univariate
sumcheck proof is succinct!
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

/ Key Features of Loquat \

« Balance SNARK-friendliness and signature
performance

\_ /
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

/ Key Features of Loquat \

« Balance SNARK-friendliness and signature
performance

Larger than MPCitH-based
signatures but smaller than

hash-based zkSNARK
- 57KB signature size (128-bit security) ash-based z S

\_ /
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

/ Key Features of Loquat \

« Balance SNARK-friendliness and signature
performance { Up to 9x smaller than

SPHINCS+’s verification and up to
175x smaller than MPCitH-based
signature verification. y

« 57KB signature size (128-bit security)

"\

* 148,825 R1CS constraints for each signature
verification

\_ /
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SNARK-Friendly Signature [ZSE+24]

Loquat: Legendre and Power Residue PRFs + Univariate Sumcheck

/ Key Features of Loquat \

« Balance SNARK-friendliness and signature
performance

« 57KB signature size (128-bit security)

\
* 148,825 R1CS constraints for each signature
verification 105s sign and 11s verify (algebraic

hash + Python)

J

« 5.54s sign and 0.21s verify (standard hash +
Python)
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SNARK-Friendly Signature [ZSE+24]

Applications of SNARK-Friendly Signatures: SNARK-based Aggregate Signature

n XSignature Arithmetic R1CS Instance SNARK Proof
Verification Circuit

The prover knows n valid
signatures.

“~ MONASH
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SNARK-Friendly Signature [ZSE+24]

Applications of SNARK-Friendly Signatures: SNARK-based Aggregate Signature

— "s

n XSignature Arithmetic R1CS Instance SNARK Proof

Verification Circuit
. The prover knows n valid
/- Witness: (o4, ..., 0,,) ) Signatures_n
- Statement: (C, (pky, my), ..., (pkn, my,)) Where C is

the circuit description of n signature verifications

* Proof: the aggregate signature (due to
\ succinctness, the signature size is sublinear in n)

/
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Ring Signature

Md the message? ]
(0,m,pky, ., Pkn)
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

/ Key Observation \

» There is a three-move identification scheme based on Legendre/power residue PRFs

» Prover commits to randomness {rj}jE[B] by sending Tj = £5(1;)
- Verifier sends challenges {Ij}jE[B]

« Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

» Verifier checks if £§(o;) = pk;, +T;
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

/ Key Observation \

» There is a three-move identification scheme based on Legendre/power residue PRFs

» Prover commits to randomness {rj}jE[B] by sending Tj = £5(1;)
- Verifier sends challenges {Ij}jE[B]

« Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

» Verifier checks if £§(o;) = pk;, +T;

This is similar to Schnorr!
And the verification is
multiplicative homomorphic!
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

-

Key Observation

There is a three-move identification scheme based on Legendre/power residue PRFs
» Prover commits to randomness {rj}jE[B] by sending Tj = £5(1;)
- Verifier sends challenges {Ij}jE[B]

« Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

Can we directly apply
DualRing compiler to these
steps to obtain a linear size
ring signature?

» Verifier checks if £§(o;) = pk;, +T;
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

/ Key Observation

» There is a three-move identification scheme based on Legendre/power residue PRFs
» Prover commits to randomness {rj}jE[B] by sending Tj = £5(1;)
- Verifier sends challenges {Ij}jE[B]

« Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

No! A malicious prover can
lie about o; s.t. £L§(0;) =
pki; +T; hold but o; #

(K + 1)y

» Verifier checks if £§(o;) = pk;, +T;
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

-

Key Observation

There is a three-move identification scheme based on Legendre/power residue PRFs
» Prover commits to randomness {rj}jE[B] by sending Tj = £5(1;)
- Verifier sends challenges {Ij}jE[B]

« Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

» Verifier checks if £§(o;) = pk;, +T;

We must append an
additional ZKP that proves
the correct computation of

{Oj}je[B]'

~
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

/ Key Observation \

» There is a three-move identification scheme based on Legendre/power residue PRFs

» Prover commits to randomness {rj}jE[B] by sending T; = £§(r;) and commits to the secret key K
- Verifier sends challenges {Ij}jE[B]

- Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

* Verifier checks if £§(0;) = pk;, + T; and the ZKP (e.g., MPCitH) which attests o; = (K + I;);

K We can treat the signature /

as two modules and apply
the DualRing compiler only
to the first module. .
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

/ Key Observation \

» There is a three-move identification scheme based on Legendre/power residue PRFs

» Prover commits to randomness {rj}jE[B] by sending T; = £§(r;) and commits to the secret key K

« Verifier sends challenges {Ij}jE[B]

« Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

* Verifier checks if £§(0;) = pk;, + T; and the ZKP (e.g., MPCitH) which attests o; = (K + I;);

\_ < T TN /

Any other obstacles?
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

/ Key Observation \

» There is a three-move identification scheme based on Legendre/power residue PRFs

» Prover commits to randomness {rj}jE[B] by sending T; = £§(r;) and commits to the secret key K
- Verifier sends challenges {Ij}jE[B]

- Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

* Verifier checks if £§(0;) = pk;, + T; and the ZKP (e.g., MPCitH) which attests o; = (K + I;);

K In a DualRing-based /

scheme, each ring member
has its own challenge
(revealed to the verifier). (U
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

/ Key Observation \

» There is a three-move identification scheme based on Legendre/power residue PRFs

» Prover commits to randomness {rj}jE[B] by sending T; = £§(r;) and commits to the secret key K
- Verifier sends challenges {Ij}jE[B]

- Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

* Verifier checks if £§(0;) = pk;, + T; and the ZKP (e.g., MPCitH) which attests o; = (K + I;);

K Only the real signer's /

challenge is used in the
second module (i.e., the
ZKP)! e
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Ring Signature [ZSL+24]

Legendre/Power Residue PRF based Signature + DualRing [YEL+21]

/ Key Observation \

» There is a three-move identification scheme based on Legendre/power residue PRFs

» Prover commits to randomness {rj}jE[B] by sending T; = £§(r;) and commits to the secret key K
- Verifier sends challenges {Ij}jE[B]

- Prover sends the response {Oj}jE[B]’ where o; = (K + I;)r; for all j € [B]

* Verifier checks if £§(0;) = pk;, + T; and the ZKP (e.g., MPCitH) which attests o; = (K + I;);

K We use cut-and-choose to /

mitigate the issue such that
the real signer’s challenge is
still hidden! U
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Future Works
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Future Works

-

What are applications of these PRFs beyond
signature schemes?

~
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Future Works
~ ™

What are applications of these PRFs beyond
signature schemes?

A )
e :

Can these PRFs be applied in generic zero-
knowledge proofs (e.g., MPCitH, VOLEiItH, or
zkSNARKSs) and gain efficiency improvements

by leveraging their multiplicative
homomorphism?

N\ J
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Conclusion
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Take Away

» Legendre and power residue PRFs (based on the conjectured pseudo-randomness of Legendre/power residue
symbols)
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Take Away

» Legendre and power residue PRFs (based on the conjectured pseudo-randomness of Legendre/power residue
symbols)

« Signature schemes based on Legendre and power residue PRFs

« Signature based on MPC-in-the-head [BG20]
« Signature based on univariate sumcheck [ZSE+24] -> SNARK-friendly Signature

* Ring signature [ZSL+24] based on DualRing compiler [YEL+21]
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Take Away

» Legendre and power residue PRFs (based on the conjectured pseudo-randomness of Legendre/power residue
symbols)

« Signature schemes based on Legendre and power residue PRFs

« Signature based on MPC-in-the-head [BG20]
« Signature based on univariate sumcheck [ZSE+24] -> SNARK-friendly Signature

* Ring signature [ZSL+24] based on DualRing compiler [YEL+21]

» Future work -> applying Legendre and power residue PRFs beyond signature constructions?
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Thank You!

Questions?
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