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Agenda
� Post-Quantum Signatures from Symmetric Key Primitives

Loquat [ZSE+24]

Picnic [CDG+17]

Lamport Signature [Lam79]

SPHINCS+ [BHK+19]

XMSS [BDH11]

❖ One-time

❖ Stateful Many-Time

❖ Stateless Many-Time

Hash Tree

Zero-Knowledge Proof

zkSNARK



OTS: Lamport Signature [Lam79]
❑ One-Time Signature: Each key pair can only be used to produce ONE signature. 

❑ Example: Lamport Signature, WOTS [Hül13]
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MTS: XMSS [BDH11]
❑ (Stateful) Many-Time Signature: Each key pair can be used to sign many messages, but the signer must make sure that 

the secret key is not used twice. 
❑ Example: XMSS [BDH11]

❑ High-level Idea: Combine OTS with a Merkle tree
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MTS: SPHINCS+ [BHK+19]
❑ (Stateless) Many-Time Signature: Each key pair can be used to sign any message as a normal signature scheme. 

❑ Example: SPHINCS and SPHINCS+ [BHK+19]

❑ High-level Idea: 
❑ Replace leaf OTS with FTS (Few Time Signature) 
❑ Use hyper trees (trees of Merkle tree) that are connected by OTS
❑ See details in next slide…



MTS: SPHINCS+ [BHK+19]

Images from: [BHK+19]
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ZKP: Picnic [CDG+17]
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zkSNARK: Loquat [ZSE+24]

Why do we need 
Loquat?

Mr. Smilie Face

In some scenario, we need to prove the 
validity of signatures using a 

zero-knowledge proof.



zkSNARK: Loquat [ZSE+24]

For instance?

Mr. Smilie Face

• More efficient post-quantum ring 
signature and aggregate signature 
from symmetric key primitives! 
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zkSNARK: Loquat [ZSE+24]

For instance?

Mr. Smilie Face

• More efficient post-quantum ring 
signature and aggregate signature 
from symmetric key primitives! 
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Translate to a 
circuit, then prove 

the circuit output is 
1 using a generic 

SNARK. 



zkSNARK: Loquat [ZSE+24]

Why not use 
aforementioned 

signatures? 

Mr. Smilie Face

• OTS and stateful MTS have limited use 
cases.

• MPCitH-based signatures have extremely 
large verification circuits.

• SPHINCS+ has a lot of hash functions in 
KeyGen and Sign.



zkSNARK: Loquat [ZSE+24]

I know there are PQ 
zkSNARK protocols that 
have small verification 
circuit. Why not replacing 
MPCitH with these 
zkSNARKs?

Mr. Smilie Face

• Generic PQ zk-SNARKs have very large proof 
size in comparison with MPCitH-based 
proofs.

• Generic zkSNARKs are quite slow as well.

• And their verification circuits are not small 
enough.



zkSNARK: Loquat [ZSE+24]

Cool, tell me more 
about Loquat. 

Mr. Smilie Face

• Loquat is a signature which let the signer prove its 
knowledge about the witness of the Legendre PRF.

• A balanced choice between signature performance 
and SNARK friendliness 



zkSNARK: Loquat [ZSE+24]

Wait, what is the 
Legendre PRF??

Mr. Smilie Face

• Legendre PRF is the PRF based on the 
pseudo-randomness of the Legendre symbol. 

Legendre Symbol: 

Legendre PRF: 

Keyed Legendre PRF: 

Legendre PRF based key pair:  



zkSNARK: Loquat [ZSE+24]

 

Mr. Smilie Face

PRF PRF PRF…
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…



zkSNARK: Loquat [ZSE+24]

How to make this 
more efficient?

Mr. Smilie Face

 

 

 

 

 

 

 

 

 



zkSNARK: Loquat [ZSE+24]

 

Mr. Smilie Face

Instead of MPCitH, we use univariate sumcheck to 
enable SNARK-friendliness!

 



zkSNARK: Loquat [ZSE+24]

How to use univariate 
sumcheck to prove this?

Mr. Smilie Face

 

 

 

 

 

 

 

 



zkSNARK: Loquat [ZSE+24]
Cool, but how does this 
relate to univariate 
sumcheck?

Mr. Smilie Face

Virgo [ZXZS20] shows how to use 
univariate sumcheck to construct 
polynomial commitment!

 



zkSNARK: Loquat [ZSE+24]

What’s the performance 
of Loquat?

Mr. Smilie Face



PQRS and PQAS based on Loquat

What’s the performance 
of Loquat-based PQRS?

Mr. Smilie Face

KeyGen for Loquat is 
significantly more 

efficient than XMSS!!



PQRS and PQAS based on Loquat

What’s the performance 
of Loquat-based PQAS?

Mr. Smilie Face

Better PQAS performance 
if use more efficient 

SNARKs



Conclusion
• Post-quantum signatures based on symmetric key primitives.

• Loquat: SNARK-friendly post-quantum signature from the Legendre PRF

• More efficient ID-based ring signature.

• Post-quantum aggregate signature from symmetric key primitives.



THANK YOU!
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