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Abstract. In this paper, we construct a revocable and linkable ring sig-
nature (RLRS) scheme, which enables a revocation authority to revoke
the anonymity of the real signer in linkable ring signature scheme under
any circumstances. In other words, the revocability of RLRS is manda-
tory. The proposed RLRS scheme inherits the desired properties of group
signature (anonymity revocation) and linkable ring signature (sponta-
neous group formation and linkability). In addition, we proved the secu-
rity of our scheme in the random oracle model. We also provided a revo-
cable ring confidential transaction protocol based on our RLRS scheme,
which embedded the revocability in ring confidential transaction proto-
col.

Keywords: Ring signature · Ring confidential transaction ·
Revocability · Linkability

1 Introduction

1.1 Ring Signature and Variants

Ring Signature. Ring signature schemes (e.g., [1,6,13,28]) allow the user to
sign a message on behalf of a spontaneous group in an anonymous way. Unlike
group signature, ring signature scheme does not require the group manager to
form the group or distribute keys to group members. In other words, the signer
can build the group spontaneously (i.e., without the cooperation of other group
members). Another special property of a ring signature scheme is anonymity. An
honest signer can convince the verifier that the signature is signed by one of the
group members, but the identity (i.e., public key) of the real signer remains to be
hidden. According to different underlying public key systems, ring signature has
enormous amount of different constructions, such as RSA based [28], discrete-
logarithm based [13], mixture based [1], pairing based [6], and lattice based
[8]. Ring signatures with different features are also proposed, such as forward
security [15,22,24], threshold setting [20,23,30,35,36].

Linkable Ring Signature. The notion of linkable ring signature was first intro-
duced in [19]. Linkable ring signature not only inherits the properties of ring
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signature but also provides linkability for the verifier to verify if two signatures
are generated by the same signer with respect to an event. Linkability is espe-
cially important for applications such as e-voting and e-cash. The motivation of
[19] is that most of ring signature schemes achieved unconditional anonymity
(e.g., [1,6,28]), which means the verifier has no way to determine if two sig-
natures are signed using same private key. After the introduction of linkable
ring signature, several schemes with different improvements were proposed (e.g.,
[2,4,11,12,18,21,31,32]). We summarise their contributions as follows:

– Constant size LRS: [2,31]
– LRS with unconditional anonymity: [18]
– LRS with traceability: [11,12]
– LRS with enhanced security: [21]
– Certificate-based LRS: [4]
– LRS with separability: [32]

Revocable (Traceable) Ring Signature. Another variant of ring signature
is called traceable or revocable ring signature (e.g., [3,5,9,12,16,17,25]). The
main objective of revocable (traceable) ring signature schemes is to provide a
way to reduce the anonymity of ring signature. Revocable (traceable) ring sig-
nature is different from group signature since the signer still can form the group
spontaneously. There are three categories of revocable (traceable) ring signature:

– Revocable Ring Signature (e.g., [17]): A set of pre-defined revocation authori-
ties are able to open the anonymity of a ring signature at any time they want,
[17] called this property a Mandatory Revocability.

– Traceable Ring Signature (e.g., [3,5,12]): The revocability (traceability) in
traceable ring signature is not mandatory, that is, the signer’s identity will
be revealed universally if and only if he/she submits two signatures which are
generated using the same private key based on an event.

– Convertible/Verifiable Ring Signature (e.g., [9,16,25]): The scheme is revo-
cable if the signer wants to prove the ownership of a ring signature to the
verifier. However, if the signer is reluctant to reveal his/her identity, the sig-
nature remains anonymous.

Nonetheless, ring signature schemes (and variants) we mentioned above do
not provide the mandatory revocability as well as linkability. For example, trace-
able ring signature [12] can trace a signer only when the signer was double-
signing. In other words, no one can determine the identity of an honest signer. In
contrast, revocable ring signature [17] provides mandatory revocability, whereas
the scheme cannot detect if two signatures are linked.

1.2 Ring Confidential Transaction

Monero, one of the largest cryptocurrencies, was introduced in 2014. Unlike Bit-
Coin [26], Monero concentrates on protecting transaction privacy by applying
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ring signature techniques. Originally, Monero was based on CryptoNote pro-
tocol [33] which exploits properties of traceable ring signature [12] to enhance
transaction anonymity as well as prevent the double-spending attack. Later in
2015, Noether [27] proposed Ring Confidential Transaction (Ring CT), which
is based on linkable ring signature [19], to further advance the technique by
solving several practical issues in CryptoNote. Specifically, Monero allows users
to have multiple different accounts. Each account contains a “one-time” public
key as account address and the coin. To authorise a transaction, the user has
to use his/her corresponding private key. In order to construct an anonymous
transaction, the user also needs to select several decoys (i.e., other users’ account
addresses) and generates a linkable ring signature.

Nevertheless, anonymity is not always good. According to the research [7],
around US$1.6 trillion was laundered in 2009. As claimed in [14], untraceability
and lack of supervision of cryptocurrencies stimulate cyber-crimes like money
laundering and terrorist financing. Authorities, such as FBI, found it is hard
to “detect suspicious activities, identify users, and obtain the transaction” [10].
Therefore, it is critical to provide a method for the authority to supervise the
transactions on blockchain, or at least, to revoke the anonymity of a suspicious
spender.

1.3 Our Contributions

The contribution of the paper contains three parts:

– We present a ring signature scheme which achieves both mandatory revoca-
bility and linkability. Specifically, our scheme enables a revocation authority
to revoke anonymity of a ring signature in any condition. Besides, our Revo-
cable and Linkable Ring Signature (RLRS) scheme inherits the advantages of
linkable ring signature schemes - an efficient way to prevent double-signing.
We also construct a formal security proof of our RLRS scheme in random
oracle model.

– The second contribution is that our scheme has more efficient revocation
algorithm than [17] and [12]. The result shows that our scheme only needs
one modular multiplication and one exponentiation in the revocation process
while the computation time in [17] and [12] is linearly dependent on the group
size. We present the comparison between our scheme and [12,17] in Sect. 6.

– The third contribution is that we extended our RLRS scheme to construct
Revocable Ring Confidential Transaction protocol, which is presented in
Appendix A.

Paper Organisation. The paper is organised in 6 parts, including the intro-
duction. We compared our scheme with other revocable/traceable ring signature
scheme and point out what are the advantages of our work in Sect. 2. Section 3
initialises the primitives of the scheme, which are utilised throughout the paper.
In Sect. 4, we construct a security model and present our revocable and linkable
ring signature protocol along with the security analysis of our scheme. Section 5
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is an analysis of the efficiency of our scheme. The last section summarises our
contributions and proposes several limitations which should be considered in
future works.

2 Related Work

Revocable ring signature [17] was proposed in 2007, which shares similar idea
with our construction. The scheme in [17] was based on bilinear pairing and
proof-of-knowledge. The main advantage of [17] is that their protocol allows a
set of revocation authorities to revoke anonymity of the real signer while our
construction assumes the authority shares one public key. However, as we men-
tioned in the previous section, [17] did not introduce linkability to their scheme.
The combination of mandatory revocability and linkability can especially benefit
the construction of revocable e-cash systems (i.e., supervises users of the sys-
tem as well as prevents double-spending). Another paper [34] applies revocable
ring signature technique to build a bidder-anonymous English auction protocol.
However, the scheme in [34] was similar to [17] except for that the revocation
authority only has one public-private key pair, and the signer’s public key is
related to his/her identity in the initial phase.

Another type is called Traceable ring signature [12] which is comparable with
Revocable iff linked ring signature [3,5]. Different from Revocable ring signature
[17], a traceable ring signature scheme [12] does not enable mandatory signer
revocation. Thus, only when the signer tries to generate multiple signatures with
the same private key in one event (double-signing), his/her identity (i.e., public
key) will be revealed. Traceable ring signature are closely related to linkable ring
signature. Precisely, in [12], the linking tag in linkable ring signature schemes
(e.g., [19,21]) is manipulated to trace the identity of the signer while the instan-
tiation of zero-knowledge-proof in [12] is similar to [21]. We summarise the core
function (i.e., signature signing) in [12] to two parts, the first part is to generate
the linking tag which can be used to trace the signer, and the second part is
based on (non-interactive) zero-knowledge-proof. Nonetheless, the construction
in [12] was not very efficient since the signature size linearly depends on the
group size. Therefore, in 2011, Fujisaki proposed [11] to enhance the security
definition of [12] as well as reduce the signature size to O(

√
n).

The last type which is able to reduce the anonymity of ring signature is called
Convertible(Verifiable) Ring Signature [9,16,25]. The convertible ring signature
scheme [16] and verifiable ring signature scheme [25] achieve similar goals, that is,
allow the signer to claim the ownership of the signature. However, if the signer
refuses to do so, the signature is still anonymous. Their schemes are mostly
based on RSA ring signature proposed in [28]. Nevertheless, as mentioned in
[29], their original ring signature [28] is able to perform the function of verifiable
ring signature, and they already described such a function in “Generalisations
of Special Cases”. Another deficiency is that the security model of verifiable
and convertible ring signature is too simple. The researchers just explained the
security model in [28], where they should build the security model based on their
proposed scheme.
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3 Preliminaries

3.1 Mathematical Assumptions

Definition 1 (Discrete Logarithm (DL) Assumption). The Discrete Log-
arithm assumption in G is defined as follows: on input a tuple (y, g) ∈ G

2 where
|G| = q for some prime number q, outputs x such that y = gx (mod q). We say
that (t, ε) − DL assumption holds in G, if no t-time algorithm has advantage at
lease ε in solving DL problem in G.

Definition 2 (Decisional Diffie-Hellman (DDH) Assumption). The
Decisional Diffie-Hellman Assumption in G is defined as follows: on input a
quadruple (g, ga, gb, gc) ∈ G

4, where |G| = q for some prime number q, output 1
if c = ab. Otherwise 0. We say that (t, ε) − DDH assumption holds in G, if no
t-time algorithm has advantage at least ε over random guessing in solving DDH
problem in G.

3.2 ElGamal Public Key Encryption

In our protocol, we apply ElGamal encryption scheme consisting of the following
four algorithms:

1. param ← Setup(λ): On input a security parameter λ, returns public param-
eters param = {G, q, g}, where G is a group with prime order q such that
discrete logarithm is intractable, and g is the generator in G.

2. (sk, pk) ← KeyGen(param): Takes the input param = {G, q, g}, generates a
pair of public key (pk = y) and secret key (sk = x) satisfying y = gx (mod q).

3. c ← Encryption(M,pkr): On input a message M , and a receiver’s public
key pkr = yr, the sender randomly picks a number k ∈ Zq and generates
the first part of the ciphertext c1 = gk (mod q). Then the signer takes yr

and generates the second part of the ciphertext c2 = yk
r M (mod q). The final

output of the algorithm is c = {c1, c2}.
4. M ← Decryption(c, skr): Takes the input c = {c1, c2}, and receiver’s secret

key skr = xr, recovers the message by computing M = c2\cxr
1 (mod q).

3.3 Signature of Knowledge

In our construction, we utilise Honest-Verifier Zero-Knowledge (HVZK) Proof of
Knowledge Protocols (PoKs), which can be modified into a signature scheme by
setting the challenge to a hash value of a commitment together with the message.
The scheme is used in many (linkable) ring signature schemes such as [18,19,21].
A Signature of Knowledge (SoK) protocol contains following algorithms:

1. param ← Setup(λ): On input a security parameter λ, returns a public param-
eter param.

2. σ ← Sign(M,x, y): The algorithm takes a message M , a pair of (x, y), returns
a SoK denoted as σ.

3. 0/1 ← Verify(M,σ, y): On input a message M , a SoK σ, and a statement y,
outputs 0/1.
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4 Revocable and Linkable Ring Signature

4.1 Technical Description

A revocable and linkable ring signature scheme (RLRS) is a tuple of six algo-
rithms (Setup, KeyGen, Sign, Verify, Link, Revoke)

– param ← Setup(λ) is a probabilistic polynomial time (PPT) algorithm
which, on input a security parameter λ, outputs a set of public parameters
param.

– (ski, pki) ← KeyGen(param) is a PPT algorithm receives public parameters
param and returns a private/public key pair (ski, pki). We denote SK as the
domain of possible private keys and PK as the domain of possible public
keys.

– σ ← Sign(event, n,Y, sk, pkrev,M) takes the input of an event description
event, a group size n, a set Y contains n public keys {pk1, . . . , pkn} such that
pki ∈ PK for i ∈ [1, n], a private key sk ∈ SK which corresponds to one of
the public keys in Y, a public key of revocation authority pkrev ∈ PK, and a
message M , produces a signature σ.

– accept/reject ← Verify(event, n,Y, pkrev,M, σ) accepts the input of an
event description event, a group size n, a set Y = {pk1, . . . , pkn} of n pub-
lic keys, where pki ∈ PK for i ∈ [1, n], a revocation authority’s public key
pkrev ∈ PK, and a message-signature pair (M,σ). If the message-signature
pair is valid, the algorithm outputs accept. Otherwise, reject.

– linked/unlinked ← Link(event, n1, n2,Y1,Y2,M1,M2, σ1, σ2) receives an
event description event, two group sizes n1 and n2, two sets Y1 and Y2 of
n1 and n2 public keys respectively, where all public keys in Y1 and Y2 are in
PK, two valid message and signature pairs (M1, σ1) and (M2, σ2). The algo-
rithm outputs linked if two linking tags in σ1 and σ2 are the same. Otherwise
unlinked.

– pk ← Revoke(n,Y, σ, skrev) takes as input a group size n, a set of n public
keys Y = {pk1, . . . , pkn} such that pki ∈ PK for i ∈ [1, n], a valid signature
σ, and revocation authority’s secret key skrev ∈ SK corresponding to pkrev,
returns a public key pk in Y.

Correctness: A RLRS scheme should satisfy:

– Verification Correctness: A signature generated by an honest signer should
be identified as a valid signature with overwhelming probability.

– Linking Correctness: If two signatures are determined as “linked”, then they
must have been signed using the same private key with respect to the same
event description.

– Revocation Correctness: An honest signer’s public key will be revealed by the
revocation authority with overwhelming probability.
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4.2 Security Definitions

Security of RLRS has five aspects, including unforgeability, anonymity, linkabil-
ity, non-slanderability, and revocability. We define three oracles, which simulate
abilities of the adversary:

1. Joining Oracle (J O): on request, adds a new user to the system, then returns
the public key pk ∈ PK of the new user.

2. Corruption Oracle (CO): on input a public key pki ∈ PK, returns the corre-
sponding ski ∈ SK.

3. Signing Oracle (SO): takes the input of an event description event, a group
size n, a set Y = {pk1, . . . , pkn} that contains n public keys, a signer’s public
key pkπ ∈ Y, a revocation authority’s public key pkrev ∈ PK, and a message
M , returns a valid signature denoted as σ ← Sign(e, n,Y, skπ, pkrev,M).
Note that SO may query CO during its operation.

Unforgeability: The unforgeability game is defined between a simulator S and
an adversary A with access to J O, CO, SO:

a. A runs the Setup algorithm on a security parameter λ and outputs param.
b. A can query J O, CO,SO adaptively.
c. A gives S an event description event, a group size n, a set Y = {pk1, . . . , pkn}

of n public keys, where pki ∈ PK for i ∈ [1, n], a message M , a revocation
authority’s public key pkrev ∈ PK, and a signature σ.

A wins the game if:

1. Verify(event, n,Y, pkrev,M, σ) = accept;
2. all public keys in Y are query outputs of J O;
3. no public keys in Y have been queried to CO; and
4. σ is not a query output of SO.

We denote by
AdvUnf

A (λ) = Pr[A wins the game]

the success probability of adversary A in winning the unforgeability game.

Definition 3 (Unforgeability). A RLRS scheme is existential unforgeable
against adaptive chosen message and chosen public key attack if for all PPT
adversary A, AdvUnf

A (λ) is negligible.

Anonymity: any verifier should not have a non-negligible probability greater
than 1/n of correctly guessing the signer’s identity in a valid ring signature when
none of the ring members is known. Moreover, any party who has revocation
authority’s secret key can break anonymity due to the mandatory revocability
of our scheme. Therefore, RLRS scheme is computationally anonymous if revo-
cation authority has not been compromised. The anonymity game is defined
between a simulator S and an adversary A who is given access to J O:
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a. A runs the Setup algorithm on a security parameter λ and outputs param.
b. A can make query to J O adaptively.
c. A gives S an event description event, a group size n, a set Y of n public keys

such that all public keys in Y are generated by J O, a revocation authority’s
public key pkrev ∈ PK, a message M . S parses Y as {pk1, . . . , pkn} and
randomly picks π ∈ {1, . . . , n}. S computes a “Challenge Signature” σπ using
skπ, where skπ is a corresponding private key of pkπ. σπ is given to A.

d. A guesses π′ ∈ {1, . . . , n}.

We denote by

AdvAnon
A (λ) = |Pr[π′ = π] − 1

n
|

the success probability of adversary A in winning the anonymity game.

Definition 4 (Anonymity). A RLRS scheme is computationally anonymous
if for any adversary A, AdvAnon

A (λ) is negligible.

Linkability: linkability is a mandatory property of RLRS scheme, which means
that the signer cannot generate two signatures using the same private key such
that they are determined to be unlinked by Link algorithm. We adopt the
linkability game defined by Liu et al. [19] to capture the scenario, where an
adversary tries to generate two RLRS signatures (σ1, σ2) using the same private
key yet Link(·, σ1, σ2) algorithm outputs unlinked. Actually, if RLRS scheme
is unforgeable, then the unlinked signatures can only be generated by different
private keys with respect to the same event. The linkability game between a
simulator S and an adversary A who is given access to J O, CO, SO, is defined
as follows:

a. A runs the Setup algorithm on a security parameter λ and outputs param.
b. A can query J O, CO,SO adaptively.
c. A gives S an event description event, two group size n1, n2 with assumption

of n1 ≤ n2 without loss of generality, two set Y1,Y2 with n1, n2 public keys
respectively, two message-signature pairs (M1, σ1), (M2, σ2), and a revocation
authority’s public key pkrev.

A wins the game if:

1. All public keys in Y1 ∪ Y2 are outputs of J O;
2. Verify(event, ni,Yi, pkrev,Mi, σi) = accept for i = 1, 2 such that σi is not

the output of SO;
3. CO has been queried less than 2 times, that is, A can only have at most one

user private key; and
4. Link(·, σ1, σ2) = unlinked.

We denote by
AdvLink

A (λ) = Pr[A wins the game]

the success probability of adversary A in winning the linkability game.
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Definition 5 (Linkability). A RLRS is linkable if for all PPT adversary A,
AdvLink

A (λ) is negligible.

Non-slanderability: the attacker should be unable to accuse an honest user
for generating a signature which is determined to be linked with a malicious
signature generated by attacker. The non-slanderability game is defined between
a simulator S and an adversary A who is given access to J O, CO, SO:

a. A runs the Setup algorithm on a security parameter λ and outputs param.
b. A can query J O, CO,SO adaptively.
c. A gives S an event description event, a group size n, a set Y of n public

keys, a message m, a revocation authority’s public key pkrev, and a public
key of an insider pkπ ∈ Y such that pkπ has not been queried to CO or has
not been included as the insider public key of any query to SO. S uses skπ

corresponding to pkπ to run Sign(event, n,Y, skπ, pkrev,M) and produces σ
to A.

d. A queries oracles with arbitrary interleaving. Particularly, A can make query
to CO of any public key except for pkπ.

e. A delivers group size n∗, Y∗ with n∗ public keys, a message M∗, a revocation
authority’s public key pkrev, and a signature σ∗ �= σ.

A wins the game if

1. Verify(event, n∗,Y∗, pkrev,M∗, σ∗) = accept;
2. σ∗ is not an output of SO;
3. All public keys in Y

∗,Y are query outputs of J O;
4. pkπ has not been queried to CO; and
5. Link(σ∗, σ) = linked.

We denote by
AdvNS

A (λ) = Pr[A wins the game]

the success probability of adversary A in winning the non-slanderability game.

Definition 6 (Non-slanderability). A RLRS scheme is non-slanderable if for
all PPT adversary A, AdvNS

A is negligible.

Revocability: revocability in RLRS scheme is compulsory, that is, the proba-
bility of a signer generates a signature without his/her identity gets revealed by
revocation authority should be negligible. We define revocability game between
a simulator S and an adversary A who is given access to J O, CO, SO:

a. A runs the Setup algorithm on a security parameter λ and outputs param.
b. A can query J O, CO,SO adaptively.
c. A can only obtain at most one private key of ring member from CO.
d. A gives S an event description event, a group size n, a set Y contains n public

keys, a message M , a revocation authority’s public key pkrev, and a signature
σ.
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A wins the game if

1. Verify(event, n,Y,M, σ) = accept;
2. all public keys in Y are query outputs of J O;
3. σ is not an output of SO;
4. CO has been queried less than two times (A can only obtain at most one

private key denotes as xπ); and
5. yj = Revoke (n,Y, σ, skrev) where j �= π.

We denote by
AdvRev

A (λ) = Pr[A wins the game]

the success probability of adversary A in winning the revocability game.

Definition 7 (Revocability). A RLRS scheme is revocable if for any PPT
adversary A, AdvRev

A (λ) is negligible.

4.3 Scheme Description

Setup(λ): Let G be a group with prime order q such that the underlying discrete
logarithm problem is intractable, and g is the generator of G. Define two hash
functions: H1 : {0, 1}∗ → Zq and H2 : {0, 1}∗ → G. The public parameters are
param = {G, g, q,H1,H2}.

KeyGen(param): Assume there are n users. User i, where i ∈ [1, n], randomly
chooses xi ∈ Zq and computes yi ← gxi (mod q). User i has secret key and
public key pair {ski, pki} such that ski = xi and pki = yi.

Sign(event, n,Y, skπ, pkrev,M): Takes as input (event, n,Y, skπ, pkrev,M),
where event is the description of the event, n is the number of users in the ring,
Y = {pk1, pk2, . . . , pkn} is a set of public keys of users in the ring, skπ = xπ is
the secret key of user π and the corresponding public key is pkπ = yπ, note that
pkπ ∈ Y with π ∈ [1, n], pkrev = ỹ is the public key of the revocation authority,
and M is the message to be signed. Assume that the secret key skrev = x̃ of the
authority and the corresponding public key ỹ are generated by KeyGen. User π
with the knowledge of xπ computes a signature of knowledge as follows:

1. Compute the linking tag L by committing to xπ:
(a) h ← H2(event),
(b) L ← hxπ .

2. Randomly pick u ∈ Zq, and compute the ciphertext by using ElGamal
Encryption:
(a) C1 ← gu,
(b) C2 ← ỹuyπ,
(c) C ← {C1, C2}.

3. Randomly pick t1, t2 ∈ Zq and compute the following commitments:
(a) a1,π ← gt1 and a2,π ← ỹt1 ,
(b) S′

π+1 ← H1(event,Y, L,M, a1,π, a2,π),
(c) ā1,π ← gt2 and ā2,π ← ht2 ,
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(d) S′′
π+1 ← H1(event,Y, L,M, ā1,π, ā2,π).

4. For i = π + 1, . . . , n, 1, . . . , π − 1, randomly pick r1,i, r2,i ∈ Zq, and compute:
(a) a1,i ← gr1,iC

S′
i

1 and a2,i ← ỹr1,i(C2
yi

)S′
i ,

(b) S′
i+1 ← H1(event,Y, L,M, a1,i, a2,i),

(c) ā1,i ← gr2,iy
S′′

i
i and ā2,i ← hr2,iLS′′

i ,
(d) S′′

i+1 ← H1(event,Y, L,M, ā1,i, ā2,i).
5. Compute r1,π ← t1u − S′

πu (mod q) and r2,π ← t2 − S′′
πxπ (mod q).

6. The signature is σ = (S′
1, S

′′
1 , r1,1, . . . , r1,n, r2,1, . . . , r2,n, L, C).

Verify(event, n,Y, pkrev,M, σ): On input an event description event, a group
Y of n public keys, a revocation authority’s public key pkrev = ỹ, a message M ,
and a signature σ, verify the signature as follows:

1. On input σ, parse the ciphertext C = {C1, C2}.
2. For i = 1, . . . , n, compute:

(a) Z ′
1,i ← gr1,iC

S′
i

1 and Z ′
2,i ← ỹr1,i(C2

yi
)S′

i ,
(b) S′

i+1 ← H1(event,Y, L,M,Z ′
1,i, Z

′
2,i) if i �= n,

(c) Z ′′
1,i ← gr2,iy

S′′
i

i and Z ′′
2,i ← hr2,iLS′′

i ,
(d) S′′

i+1 ← H1(event,Y, L,m,Z ′′
1,i, Z

′′
2,i) if i �= n.

3. Check
(a) S′

1
?= H1(event,Y, L,m,Z ′

1,n, Z ′
2,n),

(b) S′′
1

?= H1(event,Y, L,m,Z ′′
1,n, Z ′′

2,n).

Link(event, n1, n2,Y1,Y2,M1,M2, σ1, σ2): On input an event description event,
two groups Y1, Y2 with group sizes n1, n2 respectively, and two valid message-
signature pairs (M1, σ1), where σ1 = (·, L1); (M2, σ2), where σ2 = (·, L2), output
linked if L1 = L2. Otherwise, reject.

Revoke(n,Y, σ, skrev): On input(n,Y, σ, skrev), where n is the group size of ring
group Y, σ is the signature generated, skrev = x̃ is authority’s secret key corre-
sponds to pkrev = ỹ. The revocation authority first check whether the signature
is valid. If yes, continue. Otherwise, abort. To revoke the anonymity of the real
signer, the revocation authority computes as follows:

1. C = {C1, C2}.
2. ∃yπ ∈ Y(π ∈ [1, n]) such that yπ = C2\C x̃

1 .

yπ is the public key of the real signer.
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4.4 Correctness Analysis

Verification Correctness. From the construction of revocable and linkable
ring signature, we start with S′

π+1, S
′′
π+1, where π denotes the real signer’s index

such that π ∈ [1, n] without loss of generality:

S′
π+1 = H1(event,Y, L,m, gt1 , (C2

yπ
)t1)

S′
π+2 = H1(event,Y, L,m, gr1,π+1C

S′
π+1

1 , ỹr1,π+1( C2
yπ+1

)S′
π+1)

...

S′
n = H1(event,Y, L,m, gr1,n−1C

S′
n−1

1 , ỹr1,n−1( C2
yn−1

)S′
n−1)

S′
1 = H1(event,Y, L,m, gr1,nC

S′
n

1 , ỹr1,n(C2
yn

)S′
n)

S′
2 = H1(event,Y, L,m, gr1,1C

S′
1

1 , ỹr1,1(C2
y1

)S′
1)

...

S′
π−1 = H1(event,Y, L,m, gr1,π−2C

S′
π−2

1 , ỹr1,π−2( C2
yπ−2

)S′
π−2)

With the same sequence, we also start from computing S′′
π+1 until S′′

π−1.

S′′
π+1 = H1(event,Y, L,m, gt2 , ht2)

S′′
π+2 = H1(event,Y, L,m, gr2,π+1y

S′′
π+1

π+1 , hr2,π+1LS′′
π+1)

...

S′′
n = H1(event,Y, L,m, gr2,n−1y

S′′
n−1

n−1 , hr2,n−1LS′′
n−1)

S′′
1 = H1(event,Y, L,m, gr2,ny

S′′
n

n , hr2,nLS′′
n )

S′′
2 = H1(event,Y, L,m, gr2,1y

S′′
1

1 , hr2,1LS′′
1 )

...

S′′
π−1 = H1(event,Y, L,m, gr2,π−2y

S′′
π−2

π−2 , hr2,π−2LS′′
π−2)

For the verification, the verifier can simulate the process with the starting point
S′
2 and S′′

2 , since S′
1 and S′′

1 is given in the signature.

S′
2 = H1(event,Y, L,m, gr1,1C

S′
1

1 , ỹr1,1(C2
y1

)S′
1)

...

S′
π = H1(event,Y, L,m, gr1,π−1C

S′
π−1

1 , ỹr1,π−1( C2
yπ−1

)S′
π−1)

S′
π+1 = H1(event,Y, L,m, gr1,πC

S′
π

1 , ỹr1,π (C2
yπ

)S′
π )

S′
π+2 = H1(event,Y, L,m, gr1,π+1C

S′
π+1

1 , ỹr1,π+1( C2
yπ+1

)S′
π+1)

...

S′
n = H1(event,Y, L,m, gr1,n−1C

S′
n−1

1 , ỹr1,n−1( C2
yn−1

)S′
n−1)
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We verify S′
1

?= S̄′
1 = H1(event,Y, L,m, gr1,nC

S′
n

1 , ỹr1,n(C2
yn

)S′
n).

Note that the verification of S′
π+1 holds because:

gr1,πC
S′

π
1 = gt1−S′

πu · C
S′

π
1 = gt1−S′

πu · guS′
π = gt1

ỹr1,π(C2
yπ

)S′
π = ỹt1−S′

πu( ỹuyπ

yπ
)S′

π = ỹt1−S′
πu · ỹuS′

π = ỹt1

Again, we start with verifying S′′
2 in the same order.

S′′
2 = H1(event,Y, L,m, gr2,1y

S′′
1

1 , hr2,1LS′′
1 )

...

S′′
π = H1(event,Y, L,m, gr2,π−1y

S′′
π−1

π−1 , hr2,π−1LS′′
π−1)

S′′
π+1 = H1(event,Y, L,m, gr2,πy

S′′
π

π , hr2,πLS′′
π )

S′′
π+2 = H1(event,Y, L,m, gr2,π+1y

S′′
π+1

π+1 , hr2,π+1LS′′
π+1)

...

S′′
n = H1(event,Y, L,m, gr2,n−1y

S′′
n−1

n−1 , hr2,n−1LS′′
n−1)

We verify S′′
1

?= S̄′′
1 = H1(event,Y, L,m, gr2,ny

S′′
n

n , hr2,nLS′′
n ).

Similar to the verification of S′
π+1, we verify S′′

π+1 by:

gr2,πy
S′′

π
π = gt2−S′′

π xπ · gxπS′′
π = gt2

hr2,πLS′′
π = ht2−S′′

π xπ · hxπS′′
π = ht2

Linking Correctness. Linking correctness is guaranteed if the signer computes
the linking tag as follows:

h = H2(event)and L = hx.

Therefore, for the same event, the user can only compute the linking tag once.

Revoking Correctness. If the signer follows the protocol, the revocation can
successfully recover signer’s public with its secret by decrypting the cipher text
in the following way:

yπ =
C2

C x̃
1

,

where x̃ is revocation authority’s private key and yπ is the real signer’s public
key.

4.5 Security Analysis

Theorem 1 (Existential Unforgeability). RLRS scheme is existential
unforgeable in the random oracle model if DLP is hard.
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Proof. The simulator S simulates the oracles as follows:

– Random Oracle H1: S randomly picks α ∈ Zq and returns the value which
has not been assigned.

– Random Oracle H2: S randomly picks k ∈ Zq and returns gk.
– Joining Oracle J O: Assume A can query J O at most n′ times, where n′ ≥ n.

S randomly chooses a subset In which contains n indexes. We assign these n
indexes with 1, . . . , n, note that S dose not know any secret key corresponding
to public keys with index 1 to n. We denote n′ − n indexes as n + 1, . . . , n′,
and S generates the public/private key pairs according to the algorithm for
these n′ − n indexes. On the ith query, S returns the corresponding public
key.

– Corruption Oracle CO: For query input the public key pk which is an output
of J O, S first checks if it is corresponding to the subset In. If yes, S halts.
Otherwise, S returns the corresponding private key.

– Signing Oracle SO: On input a signing query with an event description event,
a group size n, a public key set Y = {y1, . . . , yn}, a signer’s public key pkπ,
where π ∈ [1, n], a revocation authority’s public key pkrev, and a message M ,
S simulates as follows:

• If the query of H(event) has not been made, S queries H2 on event and
sets h = H2(event). Note that S knows k of h to the base g such that
h = gk.

• If yπ is not corresponding to any element in In, S knows the private key
and computes the signature according to the algorithm. Otherwise, we let
yπ be the πth index from J O. S sets the linking tag L = yk

π.
• S randomly pick u ∈ Zq and compute cipher text C1 = gu, C2 = ỹuyπ,

and C = {C1, C2}, where ỹ is the revocation authority’s public key and
yπ is signer’s public key.

• S randomly chooses S′
π′ and S′′

π′ ∈ Zq, For i = π′, . . . , n, 1, . . . , π′ − 1,
randomly picks r1,i, r2,i ∈ Zq and computes:

S′
i+1 = H1(event,Y, L,M, gr1,iC

S′
i

1 , ỹr1,i(C2
yi

)S′
i),

S′′
i+1 = H1(event,Y, L,M, gr2,iy

S′′
i

i , hr2,iLS′′
i ).

S sets the oracle outcome:

H1(event,Y, L,M, gr1,π−1C
S′

π−1
1 , ỹr1,i( C2

yπ−1
)S′

π−1) = S′
π,

H1(event,Y, L,M, gr2,π−1y
S′′

π−1
i , hr2,π−1LS′′

π−1) = S′′
π .

If collision occurs, repeat this step.
• S returns the signature σ = (S′

1, S
′′
1 , r1,1, . . . , r1,n, r2,1, . . . , r2,n, L, C). A

cannot distinguish between S’s simulation from REAL scenario.

For one successful simulation, suppose A forged

σ(1) = (S(1)′
1 , S

(1)′′
1 , r

(1)
1,1, . . . , r

(1)
1,n, r

(1)
2,1, . . . , r

(1)
2,n, L(1), C(1))
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on an event, and a set Y
(1) of n(1) public keys such that it is a subset

of public keys corresponding to the indexes in In. We let n(1) = n with-
out loss of generality. By the assumption of random oracle model, A queries
H2(event) which is denoted as h and queries H1(event,Y(1), L,M, a1,i, a2,i),
H1(event,Y(1), L,M, ā1,i, ā2,i) for i ∈ {1, n} where

a1,i = gr
(1)
1,i C

S
(1)′
i

1 and a2,i = ỹr
(1)
1,i (C2

yi
)S

(1)′
i ,

ā1,i = gr
(1)
2,i y

S
(1)′′
i

i and ā2,i = hr
(1)
2,i LS

(1)′′
i .

Suppose A forges the signature after kth query to the oracles and S returns S
(1)′
1

and S
(1)′′
1 . In the rewind simulation, suppose S first invokes A to get its output

and its Turing Transcript T . Then S rewinds T to get T ′ while S consistently
answers kth query. That is, kth query is common in transcript T and T ′, denoted
as:

H1(event,Y(1), L,M, a1,π, a2,π),
H1(event,Y(1), L,M, ā1,π, ā2,π).

S knows the value of a1,π, a2,π, ā1,π, ā2,π at the time of the rewind. After A
returns its output from the rewind simulation, S can solve the discrete logarithm
problem of pkπ and ỹ in Y

(1) by computing following steps:

gr
(1)
1,πC

S(1)′
π

1 = gr
(2)
1,πC

S(2)′
π

1

ỹr
(1)
1,π (

C2

yπ
)S(1)′

π = ỹr
(2)
1,π (

C2

yπ
)S(2)′

π

gr
(1)
2,πy

S(1)′′
π

π = gr
(2)
2,πy

S(2)′′
π

π

hr
(1)
2,πLS(1)′′

π = hr
(2)
2,πLS(2)′′

π

That is

gr
(1)
1,πguS(1)′

π = gr
(2)
1,πguS(2)′

π (1)

gx̃r
(1)
1,πgx̃uS(1)′

π = gx̃r
(2)
1,πgx̃uS(2)′

π (2)

gr
(1)
2,πgxπS(1)′′

π = gr
(2)
2,πgxπS(2)′′

π (3)

hr
(1)
2,πhxπS(1)′′

π = hr
(2)
2,πhxπS(2)′′

π (4)

From Eq. (1), S derives u =
r
(2)
1,π−r

(1)
1,π

S
(1)′
π −S

(2)′
π

. Since S knows u, S can now derive x̃ =

q−1

r
(1)
1,π−r

(2)
1,π+u(S

(1)′
π −S

(2)′
π )

. From Eqs. (3) and (4), S can derive xπ =
r
(2)
2,π−r

(1)
2,π

S
(1)′′
π −S

(2)′′
π

. S
solves DLP, contradiction occurs. According to the forking lemma, the successful
rewind simulation is at least ε/4, where ε is the probability that A successfully
forges a signature. Therefore, the successful chance of S breaks DLP is at least
ε/4. ��
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Before we prove the anonymity of RLRS scheme, we provide a different definition
of Decisional Diffie-Hellman (DDH) Assumption, which is used to derive the
contradiction:

Definition 8 (A Different Decisional Diffie-Hellman (DDH) Assump-
tion). We define a different DDH assumption in G as follows: on input uni-
formly random (l0, l1, l2, l′0, l

′
1, l

′
2) ∈ G

6, where the order of |G| = q for some
prime number q. We set α0 = gl0 , β0 = gl1 , γ0 = gl2 , α1 = gl′0 , β1 = gl′1 , γ1 =
gl′0l′1 . Any PPT adversary A takes a guess of b ← {0, 1}; (α, β, γ) = (αb, βb, γb).
We say that Pr[(α, β, γ) = b] = 1

2 + 1
Q2(λ)

where Q2 is some polynomial and λ

is the security parameter.

Theorem 2 (Anonymity). RLRS scheme is computational anonymity in the
random oracle model if DDHP (Definition 8) is hard.

Proof. For each J O query, a DL instance y = gx is returned for some randomly
generated value x. Assume A can query J O at most n′ times where n′ ≥ n.
The challenge signature is created using the randomly picked public key in Y.
We assume H2(Y) = β. Since β is randomly generated, H2 remains random. In
order to simulate the process, S generates a challenge signature σπ with signer
π ∈ [1, n], where π is randomly picked by S on the request from A:

– S randomly picks u ∈ Zq and computes ciphertext C1 = gu, C2 = ỹuyπ, and
C = {C1, C2}, where ỹ is the revocation authority’s public key.

– S sets yπ = α and then randomly picks t1, t2 ∈ Z
∗
q . S computes S̃′

π = gt1 and
S̃′′

π = gt2 .
– For i = π, . . . , n, 1, . . . , π − 1, S randomly picks r1,i, r2,i ∈ Zq and computes:

S′
i+1 = H1(event,Y, γ,M, gr1,iC

S′
i

1 , ỹr1,i(C2
yi

)S′
i)

S′′
i+1 = H1(event,Y, γ,M, gr2,iy

S′′
i

i , hr2,iγS′′
i )

– S sets the oracle outcome

H1(event,Y, γ,M, gr1,π−1C
S′

π−1
1 , ỹr1,π−1( C2

yπ−1
)S′

π−1) = S′
π

H1(event,Y, γ,M, gr2,π−1y
S′′

π−1
i , hr2,π−1γS′′

π−1) = S′′
π

– σπ = (S′
1, S

′′
1 , r1,1, . . . , r1,n, r2,1, . . . , r2,n, γ, C)

S outputs σπ to A. A can query H1,H2 adaptively. Note that H2(Y) = β and
the output of

H1(event,Y, γ,M, gr1,iC
S′

i
1 , ỹr1,i(C2

yi
)S′

i)

H1(event,Y, γ,M, gr2,iy
S′′

i
i , hr2,iγS′′

i )

for i ∈ {1, . . . , n} are predetermined since S has queried these values.
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Suppose A guesses the signer’s index is j ∈ [1, n] and returns j to S. By conven-
tion, A returns 0 if it cannot identify a signer. S returns 1 if j = π; returns 0 if
j = 0; and returns 1/0 with equal probability otherwise. Then

Pr[S(α, β, γ) = b|b = 1]
= Pr[S(α, β, γ) = b|b = 1,A(σπ) = π]
+Pr[S(α, β, γ) = b|b = 1,A(σπ) �= π, �= 0]

≥ 1 · (
1
n

+
1

Q(λ)
) +

1
2
(1 − 1

n
− 1

Q(λ)
)

≥ 1
2

+
1
2n

+
1

2Q(λ)

If b = 0, then all signers has equal probability to sign the signature from A’s
perspectives. Thus, A can do no better than random guessing.

Pr[S(α, β, γ) = b|b = 0]
= Pr[S(α, β, γ) = b|b = 0,A(σπ) = π]
+Pr[S(α, β, γ) = b|b = 0,A(σπ) �= π]

≥ 0 · 1
n

+
1
2
(1 − 1

n
)

Combining two probabilities, we have

Pr[S(α, β, γ) = b]

≥ 1
2
(Pr[S(α, β, γ) = b|b = 1]

+Pr[S(α, β, γ) = b|b = 0])

=
1
2

+
1

4Q(λ)

Therefore, S solves DDHP with probability non-negligibly than 1
2 . Contradiction

occurs. ��

Theorem 3 (Linkability). RLRS scheme is linkable in the random oracle
model, if DLP is hard.

Proof. In order to prove linkability of our RLRS scheme, we use the same oracle
setting as the proof in Theorem 1 except we allow S to have at most one private
key, say skπ corresponding to two different public keys in ring group Yi for
i = {1, 2}. This private key is given to A during the query to the CO, which is
the only private key that A is allowed to have.
Suppose A produces two valid signature

σ(1) = (S(1)′
1 , S

(1)′′
1 , r

(1)
1,1, . . . , r

(1)
1,n1

, r
(1)
2,1, . . . , r

(1)
2,n1

, L(1), C(1))

σ(2) = (S(2)′
1 , S

(2)′′
1 , r

(2)
1,1, . . . , r

(2)
1,n2

, r
(2)
2,1, . . . , r

(2)
2,n2

, L(2), C(2))
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where L(1) = H2(event)xπ and L(2) = H2(event)x′
π denote two linking tags of

two signatures respectively. Note that the event description event is fixed during
both runs. For σ(1), S rewinds the tape with a different value for H1 to obtain
another valid signature σ̄(1). We can derive

xπ =
r̄
(1)
2,π − r

(1)
2,π

S
(1)′′
π − S̄

(1)′′
π

where L(1) = hxπ and yπ = gxπ .
For the second rewind simulation for σ(2), S obtains with non-negligible proba-
bility of σ̄(2). The similar derivation shows that

x′
π =

r̄
(2)
2,π − r

(2)
2,π

S
(2)′′
π − S̄

(2)′′
π

.

Therefore, xπ = x′
π and L(1) = L(2). Two signatures (σ(1), σ(2)) are linked. S

can break DLP if the rewind simulation is successful. ��
Theorem 4 (Non-Slanderability). RLRS scheme is non-slanderable in the
random oracle model, if DLP is hard.

Proof. The adversary A can query CO on any public key in Y except for signer’s
public key pkπ. A gives simulator S pkπ, an event description event, a message
M , a set Y of n public keys, and a revocation authority’s public key pkrev, S
generates a valid signature σ = (·, L) where L is the linking tag computed using
skπ. A can keep querying oracles with the restriction of submitting pkπ to CO.
Suppose A generates another valid signature σ∗ = (·, L∗) which is not an output
of SO, and σ∗ is linked to σ = (·, L). Therefore, L∗ = L, which means:

L′ = H2(event)x∗
π = L = H2(event)xπ

That is, xπ = x∗
π which implies A knows the secret key skπ corresponding to

pkπ. This contradicts with the assumption that A cannot submit a query to CO
to get the secret key of pkπ. ��
Theorem 5 (Revocability). RLRS scheme is revocable in the random oracle
model if the construction is unforgeable.

Proof. We use the same setting as the proof in Theorem 1 but the adversary A
is able to get one private key denoted as skπ = xπ corresponding to pkπ = yπ in
Y from CO. Since {pk1, . . . , pkπ−1, pkπ+1, . . . , pkn} are n − 1 discrete logarithm
instances generated from fresh coin flips, A cannot find the corresponding secret
keys under our assumption. For contradiction, suppose A successfully generates
one valid signature:

σ = (S′
1, S

′′
1 , r1,1, . . . , r1,n, r2,1, . . . , r2,n, L, C),

where C = {C1, C2} and C1 = gu, C2 = ỹuyj for some randomly picked u ∈ Zq,
and ỹ is revocation authority’s public key. Since RLRS scheme is unforgeable, a
valid signature is strictly generated by skπ = xπ. There are two cases to break
revocability of RLRS scheme:
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– Case 1:
1. A randomly picks t1, t2 ∈ Zq and computes:

(a) S′
j+1 = H1(event,Y, L,M, gt1 , ỹt1),

(b) S′′
j+1 = H1(event,Y, L,M, gt2 , ht2).

2. For i = j + 1, . . . , n, 1, . . . , j − 1, A randomly picks r1,i, r2,i ∈ Zq and
computes:
(a) S′

i+1 = H1(event,Y, L,M, gr1,iC
S′

i
1 , ỹr1,i(C2

yi
)S′

i),

(b) S′′
i+1 = H1(event,Y, L,M, gr2,iy

S′′
i

i , hr2,iLS′′
i ).

Therefore, in order to close the ring, A has to know the secret key xj �= xπ

which contradicts with our assumption of A can only know one private key
of ring member.

– Case 2:
1. A randomly picks t1, t2 ∈ Zq and computes:

(a) S′
π+1 = H1(event,Y, L,M, gt1 , ỹt1),

(b) S′′
π+1 = H1(event,Y, L,M, gt2 , ht2).

2. For i = π + 1, . . . , n, 1, . . . , π − 1, randomly picks r1,i, r2,i ∈ Zq and com-
putes:
(a) S′

i+1 = H1(event,Y, L,M, gr1,iC
S′

i
1 , ỹr1,i(C2

yi
)S′

i),

(b) S′′
i+1 = H1(event,Y, L,M, gr2,iy

S′′
i

i , hr2,iLS′′
i ).

3. A computes r1,π = t1 − S′
πu and r2π

= t2 − S′′
πxπ to close the ring.

However, The construction of σ will not pass the verification since an honest
verifier will follow the protocol and computes as follows:

S′
π+1 = H1(event,Y, L,M, gr1,πC

S′
π

1 , ỹr1,π (
C2

yπ
)S′

π )

�= H1(event,Y, L,M, gt1 , ỹt1)

This contradicts with our assumption that the signature σ is a valid signature.

The revocability of RLRS scheme is proved. ��

5 Efficiency Analysis

This section compares the efficiency (i.e., computational cost and signature size)
between our proposed scheme and Revocable Ring Signature [17] and Traceable
Ring Signature [12]. We start by addressing some computational notions as fol-
lows:

– Texp: The time for one exponentiation computation
– Tmul: The time for one modular multiplication computation
– Tadd: The time for one modular addition computation
– Tpair: The time for one pairing computation
– Th: The time for executing the one-way hash function
– n: The number of public keys in the ring
– 	: The number of revocation authority’s public key
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– λ: The length of the elements in Zq

From the comparison (Table 1), we can see that our scheme is a lot efficient
in revocation phase than [17] and [12]. Since [17] allows a group of authorities
to revoke the anonymity of the signer, the signature size also depends on the
amount of authority’s public keys. Besides, our RLRS scheme highly depends
on the computational time of hash functions which could be faster than bilinear
pairing functions in practice. Another contribution of our scheme is that we
introduce the first ring signature scheme which enables mandatory revocability
and linkability.

Table 1. Comparison between RLRS and [17] and [12]

Scheme Sign Verify Revoke Signature size Mandatory

revocabil-

ity

Linkability

[17] 2�Tpair + Th +

(2n + 2)Tmul +

(n + 2)Tadd

�Tpair+Th+(2n+

�)Tmul + (�n +

2n)Tadd + �Texp

Tpair(best

case)

nTpair(worst

case)

(� + 2n + 2)λ � ×

[12] 3Th + (5n +

1)Texp + (3n −
2)Tmul + (n +

1)Tadd

3Th + 3nTmul +

5nTexp + nTadd

4Th +

2nTmul +

2nTexp

(2n + 1)λ × �

RLRS (2n+1)Th +(8n−
1)Texp + (5n −
1)Tmul + 2Tadd

8nTexp +

5nTmul + 2nTh

Tmul + Texp (2n + 5)λ � �

6 Conclusion

In this paper, we extended [21] to construct a revocable and linkable ring signa-
ture (RLRS) scheme, which is the first ring signature scheme achieves mandatory
revocability and linkability. In addition, our scheme is more efficient than [17]
and [12] in terms of revocation time. We also provided a formal security proof
of RLRS in random oracle model. In Appendix A, we further applied our RLRS
scheme to design a revocable ring confidential transaction protocol.

There are several problems in our scheme that can be solved in future works
such as:

1. Considering how to reduce signature size of RLRS scheme;
2. Considering how to construct a RLRS scheme with unconditional anonymity;
3. Providing a concrete security proof of Revocable Ring Confidential Transac-

tion.
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Appendix A. Revocable Ring Confidential Transaction

In Appendix A, we present a revocable ring confidential transaction protocol
based on our RLRS scheme.

Setup(λ): Let G be a group of prime order q such that underlying discrete
logarithm problem is intractable. Let H1 : {0, 1}∗ → Zq and H2 : {0, 1}∗ → G

be two hash functions, and g, h are two generators in G. The public parameters
are param = {G, g, h, q,H1,H2}
KeyGen(param): Randomly choose x ∈ Zq and compute y = gx (mod q). The
secret key is sk = x and the corresponding public key is pk = y

Mint(a, pk): Given an amount a and a coin address pk, randomly choose r ∈ Zq

and compute C = hagr (mod q), where the coin in address pk is denoted as
cnpk = C and the corresponding coin key ck = r. The public information of an
account is act = (y, C) and the secrete information is ask = (x, r).

Spend(As, R,m, t,Y,M, pkrev): On input the spender s’s a set of m accounts
As, a set of t output accounts R, a set of n group public keys Y such that
Y = Y1, . . . , Yn, a transaction string M , and a revocation authority’s public key
pkrev = ỹ. The spender s can spend his/her m accounts to t output accounts by
performing following steps:

1. The spender s parses As = {ack(k)}k∈[m] into {(y(1)
s , C

(1)
s ), . . . , (y(m)

s , C
(m)
s )}

and Ks = {ask(k)}k∈[m] into {(x(1)
s , r

(1)
s ), . . . , (x(m)

s , r
(m)
s )} where {y

(k)
s =

gx(k)
s }k∈[m] and {C

(k)
s = ha(k)

s gr(k)
s }k∈[m]

2. Denote R as a set of output accounts where R = {pk
(j)
out}j∈[t], spender s

randomly chooses r1, . . . , rt ∈ Zq and computes Cj
out = ha

(j)
outgrj for j ∈ [t]

where a
(1)
out + · · · + a

(t)
out = a

(1)
s + · · · + a

(m)
s

3. The spender s uses a public key encryption scheme ENCpk(·) with public
key pk to compute the cipher text ctxtj = ENC

pk
(j)
out

(rj) for j ∈ [t] and
send {ctxtj}j∈[t] to the corresponding receiver’s address.

4. In order to ensure that the amount of output coins equal to input coins, the
spender s creates a new public key

y(m+1)
s =

∏m
k=1(y

(k)
s · C

(k)
s )

∏t
j=1 C

(j)
out

.

Since a
(1)
out + · · · + a

(t)
out = a

(1)
s + · · · + a

(m)
s , the m + 1 public key is

y(m+1)
s = g

∑m
k=1(x

(k)
s +r(k)

s )−∑t
j=1 rj = gx(m+1)

s

such that x
(m+1)
s =

∑m
k=1(x

(k)
s + r

(k)
s ) −

∑t
j=1 rj .
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5. The spender s randomly picks n − 1 group public keys from the blockchain,
where each group contains m + 1 public keys. We denote these public keys
as:

Y1 = {y
(1)
1 , . . . , y

(m+1)
1 }

...
Ys−1 = {y

(1)
s−1, . . . , y

(m+1)
s−1 }

Ys+1 = {y
(1)
s+1, . . . , y

(m+1)
s+1 }

...
Yn = {y

(1)
n , . . . , y

(m+1)
n }

The spender’s public key is further denoted as Ys = {y
(1)
s , . . . , y

(m+1)
s }.

6. Compute m+1 linking base as hk = H2(y
(k)
s ) for k ∈ [m+1] and the linking

tags are Lk = h
x(k)

s

k for k ∈ [m + 1]. We denote L = {L1, . . . , Lm+1}.
7. Encrypt the spender’s m + 1 public keys by using revocation authority’s

public key pkrev = ỹ as follows:
For k = 1, . . . ,m + 1, randomly pick u1, . . . , um+1 ∈ Zq and compute:

(a) CT
(k)
1 = guk ,

(b) CT
(k)
2 = ỹuky

(k)
s ,

(c) Combine the cipher text CXk = (CT
(k)
1 , CT

(k)
2 ).

8. For k = 1, . . . ,m + 1, randomly pick t
(k)
1 , t

(k)
2 ∈ Zq and compute:

(a) a
(k)
1,s = gt

(k)
1 and a

(k)
2,s = (CT

(k)
2

y
(k)
s

)t
(k)
1 ,

(b) c′
s+1 = H1(Y, L,M, {a

(1)
1,s, a

(1)
2,s}, . . . , {a

(m+1)
1,s , a

(m+1)
2,s }),

(c) ā
(k)
1,s = gt

(k)
2 and ā

(k)
2,s = h

t
(k)
2

k ,

(d) c′′
s+1 = H1(Y, L,M, {ā

(1)
1,s, ā

(1)
2,s}, . . . , {ā

(m+1)
1,s , ā

(m+1)
2,s }).

9. Generate a linkable ring signature with a group of n public key vectors
Y = {Y1, . . . , Yn} using spender’s m + 1 secret keys {x

(1)
s , . . . , x

(m+1)
s } with

m+1 linking tags {L1, . . . , Lm+1} and m+1 ciphertexts {CX1, . . . , CXm+1}
on some transaction string M as follows:

(a) For i = s + 1, . . . , n, 1, . . . , s − 1, randomly pick v
(1)
1,i , . . . , v

(m+1)
1,i and

v
(1)
2,i , . . . , v

(m+1)
2,i ∈ Zq and compute:

(b) a
(k)
1,i = gv

(k)
1,i (CT

(k)
1 )c′

i and a
(k)
2,i = ỹ

v
(k)
(1,i)(CT

(k)
2

y
(k)
i

)c′
i for k ∈ [m + 1],

(c) c′
i+1 = H1(Y, L,M, {a

(1)
1,i , a

(1)
2,i , }, . . . , {a

(m+1)
1,i , a

(m+1)
2,i }),

(d) ā
(k)
1,i = gv

(k)
2,i (y(k)

i )c′′
i and ā

(k)
2,i = h

v
(k)
2,i

k L
(c′′

i )
k for k ∈ [m + 1],

(e) c′′
i+1 = H1(Y, L,M, {ā

(1)
1,i , ā

(1)
2,i }, . . . , {ā

(m+1)
1,i , ā

(m+1)
2,i }).

10. For k = 1, . . . ,m + 1, compute:
(a) v

(k)
1,s = t

(k)
1 − c′

suk,

(b) v
(k)
2,s = t

(k)
2 − c′′

sx
(k)
s .
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11. The signature is σ = (c′
1, c

′′
1 , {v

(1)
1,1, . . . , v

(m+1)
1,1 }, . . . , {v

(1)
1,n, . . . , v

(m+1)
1,n },

{v
(1)
2,1, . . . , v

(m+1)
2,1 }, . . . , {v

(1)
2,n, . . . , v

(m+1)
2,n }, {L1, . . . , Lm+1},

{CX1, . . . , CXm+1}).

Verify(n,Y, σ,M): The algorithm takes the input of a group Y = {Y1, . . . , Y2}
of n groups of public keys, a signature σ, and a transaction string M . To verify
a transaction, the verifier computes follows:

1. First parse the m + 1 ciphertext CXk = {CT
(k)
1 , CT

(k)
2 }k∈[m+1]

2. For i = 1, . . . , n, compute

(a) Z
′(k)
1,i = gv

(k)
1,i (CT

(k)
1 )c′

i and Z
′(k)
2,i = ỹv

(k)
1,i (CT

(k)
2

y
(k)
i

)c′
i for k ∈ [m + 1],

(b) c′
i+1 = H1(Y, L,M, {Z

′(1)
1,i , Z

′(1)
2,i }, . . . , {Z

′(m+1)
1,i , Z

′(m+1)
2,i }) if i �= n,

(c) Z
′′(k)
1,i = gv

(k)
2,i (y(k)

i )c′′
i and Z

′′(k)
2,i = h

v
(k)
2,i

k (Lk)c′′
i for k ∈ [m + 1],

(d) c′′
i+1 = H1(Y, L,M, {Z

′′(1)
1,i , Z

′′(1)
2,i }, . . . , {Z

′′(m+1)
1,i , Z

′′(m+1)
2,i }) if i �= n.

3. Check whether
(a) c′

1
?= H1(Y, L,M, {Z

′(1)
1,n , Z

′(1)
2,n }, . . . , {Z

′(m+1)
1,n , Z

′(m+1)
2,n }),

(b) c′′
1

?= H1(Y, L,M, {Z
′′(1)
1,n , Z

′′(1)
2,n }, . . . , {Z

′′(m+1)
1,n , Z

′′(m+1)
2,n }).

Revoke(n,Y, skrev, σ): The algorithm receives a set Y = {Y1, . . . , Yn} of n groups
of public keys, a revocation authority’s private key skrev = x̃, and a valid signa-
ture σ. The revocation authority with the knowledge of secret key x̃ correspond-
ing to ỹ decrypts the m + 1 ciphertexts to get m + 1 public keys which belong
to the real spender as follows

1. For k = 1, . . . , m + 1, parse CTk = (CT
(k)
1 , CT

(k)
2 ).

2. Get the k-th public key y
′(k)
s = CT

(k)
2 /CT

(k)x̃

1 and output all public keys into
a set of Y ′

s = {y
′(1)
s , . . . , y

′(m+1)
s }.

3. There exists a public key vector Ys ∈ Y such that Ys = Y ′
s .
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